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S T A R T

Select one person within your group who will write down the answers. 
This poster is supported by the DEDA manual, which provides 
additional information about the questions on the poster and further 
background information regarding different ethical orientations. 

STEP ONE     

Read each question and answer it, making use of sticky notes. For 
some questions, it might not be possible to formulate an answer 
straight away. Create a to-do list with bullet points for these questions, 
which indicates further steps. 

STEP TWO

Projectname, date, place

Participants of the project

What is the project about and what is its goal? 
What kind of data will you be using?

Who might be affected by the project?What are the benefits of the project?

What are the problems or concerns that might arise 

in connection with this project?
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Are th
e dutie

s and re
sponsibilit

ies of th
at p

erson clear, w
ith
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gard

 to
 th

is pro
ject?

Is the project suita
ble fo

r cooperation with (commercial) p
artners?  

If s
o, w

hich parties could that be?

8   COMMUNICATION

What is the communication strategy with regard to this project?  

Are all parties involved in agreement as to this strategy?

What communication strategies are there for cases in which something goes wrong, and who is responsible for them?

9   TRANSPARENCY Does the project risk generating public concern or outrage? 

How transparent are you about this project towards citizens? 

Do citizens have the opportunity to raise objections to the results of the project?

Can citizens opt out of their involvem
ent in the project?  

If so, when and how can they do this? 

10  P
R

IVACY

Have you conducted a PIA (Privacy Im
pact Assesm

ent)  

or DPIA (Data Protection Im
pact Assessm

ent)?

Is there a data protection officer or data privacy officer involved in this project?

Does this project m
ake use of personal data? If not, continue w

ith “Bias.”

Do the data provide insight into the personal lives of citizens? 

1
1

  B
IA

S

Is there anything about this project that m
akes you uneasy?  

If so, discuss these concerns.

W
ill the results of the analysis be evaluated by a hum

an

before being im
plem

ented?

Is there a risk that your project could contribute to discrim
ination  

against certain people or groups?
Are all relevant citizens adequately represented w

ithin your data(sets)?  

W
hich ones are m

issing or under-represented? 

Is there a feedback loop in the m
odel that m

ight have negative consequences?

Are you gathering the inform
ation that is appropriate for the purposes 

of your project?
Is there a risk that the project will unintentionally create incentives for  

undesirable behaviour? 

Do your answers change when you consider possible long-term effects?  

Why?

                                        G E N E R A L  C O N S I D E R AT I O N S

Open
nes

s
Legitim

acy

Justice

Inclusion

In
te

grit
y

Eff
ic

ie
nc

y

Re
sp

ec
t f

or
 a

ut
on

om
y

F I N I S H
STEP THREE
Which values and principles are important to you personally, and 
which are important to your organisation? Are the values and 
principles you have written down represented in the answers you 
have formulated? Discuss this, and then revisit the steps in the spiral 
to see if there are values or principles that you have not discussed but 
are relevant to the project. Take your time to think about values and 
principles that have not been mentioned in this workshop. 

As a m
em

ber of the project, w
hat outcom

es do you expect?

Function creep: can you imagine a future scenario in which the results of  

your project could be (mis)used for alternative purposes?
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